BIOJKETHOE YYPEXKAEHHE
MPO®ECCHOHAJNBHOT'O OBPA30OBAHMSA
XAHTBI- MAHCHHCKOI'O ABTOHOMHOTI'Q OKPYTA - IOT'PBI
«COBETCKHI NOJTUTEXHHYECKHN KOJLIEIK»

COFJIACOBAHO YTB

N LA THLBOJIIBIPEBA/
ky' » —'»npéq: i~

/".
/ « X9

|

7 LRI S ot
.‘/'

>

PABOYAS ITPOI'PAMMA IIPO®ECCHOHAJIBHOI'O MOYJISA

TM.01 BBIMOJHEHHME PABOT I10 IIPOEKTHPOBAHHIO CETEBOH
v HH®PACTPYKTYPBI

09.02.06 CETEBOE U CHCTEMHOE A/IMHUHHCTPHPOBAHHE

r. Coserckut
2018 r.



PaGouas mporpamma mpodeccroHanbsHOTO MOYIS pazpaboTaHa Ha OCHOBE
deaepabHOTO TOCYIAPCTBEHHOTO 00pa3oBaTebHOro cranaapra (naisee — ®I'OC)
cpeIHero nmpogeCCHOHAIBHOT0 00pa30BaHMs 10 MIPOorpaMMaM IOJATOTOBKH
cnenuanuctoB cpennero 3seHa 09.02.06 CeteBoe u cucteMHoe
aIMUHUCTPUPOBAHUE

Opranuzanusi-pazpadoturk: bY «CoBeTckuil MOJIMTEXHUYECKUN KO
PazpaboTuuk:

["a0pimieB Anapeit ['puropbeBud, npenoiaBareiib

PACCMOTPEHA PEKOMEH/IOBAHA

Ha 3aceqannu [[MK y4eOHO-METOINYECKUM COBETOM

[Ipotokon No 4 [TpoTokon Ne 4

or« 22 » 06_ 2018r. or« 25 » 06_ 2018r.
IIpencenarens

[Ipencenarens /Mapmykosa T.B./ [TopsiaeBa M.C./



COJEP)KAHUE

1. OBLIIASA XAPAKTEPUCTHKA PABOUYEM ITPOI'PAMMBbI
IMPOPECCHUOHAJIBHOI'O MO YJIA

2. CTPYKTYPA U COAEP) KAHUE TPO®ECCHUOHAJIBHOI'O MOAYJIA

3. YCJIOBHSI PEAJIM3ALMUA TIPOTPAMMBI MPO®ECCHOHAJIBHOTO
MOIYJISA

4. KOHTPOJIb n OIIEHKA PE3YJIbTATOB OCBOEHMUA
IMPO®ECCHUOHAJIBHOI'O MOAYJIA



1. OBIIIASI XAPAKTEPUCTHUKA PABOYEM ITPOT'PAMMBI
INPOPECCUOHAJIBHOI'O MOAYJIA

«IIM.01 BBIIOJTHEHUE PABOT IO IPOEKTUPOBAHUIO CETEBOM
NHOPACTPYKTYPBD»

PaGouass mnporpamma mnpodeccCHOHANBHOIO MOy NpeJHa3HadeHa Ui peallu3aluu
rOCY/IapCTBEHHBIX TPEOOBAHUN K 3HAHUSM U YMEHUSM OOYJarOIIUXCS.

[Tporpamma pa3paboTaHa Ha OCHOBAHHH:

1. ®epepanpbHOrO  TOCYJApPCTBEHHOTO  00pa30BaTeIbHOTO  CTaHAApTa  CPEIHEro
npodeccuonanibHoro obpaszoBanust 1o crnenuanbHocTH: 09.02.06 «CeTeBoe U CHCTEMHOE
aIMAHUCTPUPOBAHUE» YTBEPKICHHOTO TMpPHUKa3oM MUHHCTEpPCTBA OOpa3oBaHUS W HAyKU
Poccutickoit ®eneparu Ne 1548 ot 09.12.2016 1.

2. Ilpumepnoit ocHOBHOM oOpa3zoBarenbHON mporpammel  DenepaibHOTO  y4eOHO-
METOJUYECKOT0 OOBENWHEHUS B CHUCTEME CpeIHEro MnpoQecCHOHANIBHOTO O00pa3oBaHUs IO
YKPYIHEHHBIM Tpymiam npodeccuii, cnenuainbaocteir 09.00.00 MudopMaTiKa M BEIYHCIUTEIbHAS
Texuuka, 2017 r.

3. Pabouero yuebHOrO miiaHa, pa3pabOTaHHOTO M yTBepxaeHHoro mpukazoM Ne 69 ot 30
mast 2018 roxa B BY «CoBeTcKUN MOTUTEXHUUECKUN KOJLIE K.

[enb 1 mIaHUpyeMbIe pe3yIbTaThl OCBOSHUS MPOPECCHOHATHHOTO MOTYJIS:

B pesynbraTe u3yueHus npodecCHOHATBHOIO MO CTYAEHT JIOJDKEH OCBOMTH OCHOBHOM
BUJl JCATEIBHOCTU: BrImoiHEeHHE padOT IO TPOSKTUPOBAHUIO CETEBOW HHQPPACTPYKTYPHI U
COOTBETCTBYIOILIME €My 00I[Me KOMIETEHIIMU U PO eCCHOHaTbHbIe KOMIETCHIINHN:

[TepedeHn 0OITUX KOMIIECTCHITUH:

Kon HanmeHoBaHue 001X KOMIIETEHIINI

OK 1. Boibupate  crmocoObl  pemeHHs  3a7ad  Mpo(ecCHOHATBHON  JeSTENbHOCTH,
IIPUMEHHUTEIBHO K Pa3JIMYHbIM KOHTEKCTaM

OK 2. Ocy1ecTBIsSITh NOUCK, aHAIU3 U UHTEPIPETALMI0 HH(OpMaLUU, HEOOXO0IUMOU 11
BBINOJIHEHUS 3a]1a4 TPO(ECCHOHATILHON 1€ TEIbHOCTH

OK 3. [InanupoBaTh M peamu30BbIBaTh COOCTBEHHOE NMPOQPECCHOHAIBHOE W JUYHOCTHOE
pa3BUTHE.

OK 4. PaboTath B KOJIJIEKTHBE U KOMaH/Ie, 3p(PEKTUBHO B3aUMOJIEHCTBOBATh C KOJUIETaMH,
PYKOBOJCTBOM, KIIMEHTaMH.

OK'5. OcCylecTBIATh YCTHYIO M IUCBMEHHYIO KOMMYHHUKALMI0O Ha TOCYJapCTBEHHOM
A3BIKE C YYETOM OCOOEHHOCTEHN COLMATIbHOIO U KYJIBTYPHOTO KOHTEKCTA.

OK 6. [TposiBnsATH IPaX1aHCKO-NIaTPUOTHYECKYIO MO3ULHIO, JEMOHCTPUPOBATh
OCO3HAHHOE MOBEJICHNE Ha OCHOBE TPAJUIIMOHHBIX 00II€UYETIOBEYECKUX [ICHHOCTEH.

OK 7. ConelicTBOBaTh  COXPAHEHUIO  OKpYXKaloIled  Cpeabl, pecypcocOepexeHuIo,
3¢ (peKTUBHO NeICTBOBATH B YPE3BBIYANHBIX CUTYAIIHSIX.

OK 8. Hcnonb30Bath cpeacTBa (U3MUECKON KyAbTYPHI Ui COXPAHEHUS U YKPEIUICHUs
3I0pOBbsl B TIpolecce MNPOPECCHOHANbHON NEATENbHOCTH U TOAJEp:KaHue
HE00X0/IMMOT0 YPOBHS (PM3UYECKOM MMOATOTOBIEHHOCTH.

OK 9. Vcnonp3oBaTh HHGOPMAIIMOHHBIE TEXHOJIOTUH B MPOGECCHOHATBHON AESITeIbHOCTH

OK 10. [Tonp3oBaTbess MpodecCHOHATPHOW —JOKYMEHTalMel Ha TrocylapcTBEHHOM U
MHOCTPAHHOM SI3bIKE.

OK 11. [InanupoBaTh NpeANPUHUMATENBCKYIO AESITETLHOCTD B MTpoheccnoHalibHOM chepe

[Tepeuens npodeccnoHaTbHBIX KOMIIETSHITHI:

Kon HaumeHoBaHMe BH/I0B 1esITeJILHOCTH U NPO¢ecCHOHAIBHBIX KOMIIETEH M
BJI 1. Buinonnenue pabom no npoexmuposanuio cemegou uH@GpacmpyxKmypvl
TIIK 1.1. BhInonHATE IPOSKTHPOBaHUE KaOETIbHOM CTPYKTYpPhl KOMIIBIOTEPHOM CETH.
K 1.2. OcyniecTBISATh BHIOOP TEXHOJIOTUH, HHCTPYMEHTAIBHBIX CPEACTB U CPEICTB BHIYUCIUTEIILHOM




TEXHUKH MPU OpPraHU3aI|y Mpolecca pa3padoTKy U UCCIIEA0BaHUS O0BEKTOB
poecCHOHATLHON IS TEILHOCTH

IIK 1.3.

ObecrieunBarh 3amMUTy WHOOPMAUKW B CETH C HCIIOJB30BAaHHUEM MPOTPAMMHO-AMITAPATHBIX
CPEICTB.

IIK 1.4.

[IpuHuMAaTh yyacTue B MPUEMO-CAATOYHBIX UCIIBITAHUAX KOMITBIOTEPHBIX CETEH U CETEBOTO
000pyIOBaHUS Pa3IMIHOTO YPOBHS U B OIIEHKE KauecTBa M SKOHOMUYIECKOH (P PEeKTHBHOCTH
CETEBOU TOIIOJIOTHH.

IIK 1.5.

BrimonHsaTs TpeOOBaHMS HOPMATUBHO-TEXHUIECKON JOKYMEHTAIIUU, UMETh OIBIT 0POPMIICHUS
MTPOEKTHOM TOKYMEHTAIIHH.

B pesynbTare ocBoeHUs NPO(HECCHOHAIBHOIO MO CTYAEHT JOJKEH:

HNmertn

NMPaKTHYEeCKUH 3aJiayueii;

OIIBIT B

MMPOCKTUPOBAHUHN APXUTCKTYPHI JIOKAJIbHON CETH B COOTBETCTBHH C IOCTABJICHHOM

YCTaHOBKE M HACTPOMKE CETEBBIX IIPOTOKOJIOB M CETEBOrO OOOpPYHOBAaHHS B
COOTBETCTBUU C KOHKPETHOM 331a4€ii;

BBIOOpPE TEXHOJIOTHM, MHCTPYMEHTAJILHBIX CPEICTB NPU OpPraHU3alydu Ipolecca
HCCIIeIOBaHUS 00BEKTOB CETEBON MHPPACTPYKTYPHI;

o0ecrieueHnH 6€30TACHOTO XPaHEH U Iiepeadn MHQOPMAIH B JIOKAJTLHOM CeTH;
HCIIOJIb30BAHUH CIICHUAJIBHOT'O IPOrpaMMHOTI0 obecrieueHus JJI1 MOACJIIMPOBaHusA,
MIPOESKTHPOBAHUSI U TECTUPOBAHUSI KOMIIBIOTEPHBIX CETEH.

yMeTb

MPOEKTHPOBATH JIOKAJIbHYIO CETh, BEIOMPATh CETEBBIE TOMOJIOT U,
UCTIONIb30BaTh MHOTO(YHKIIMOHANEHBIE IPHOOPHI MOHUTOPUHTA, TPOTPAMMHO-
annapaTHbIE CPEACTBA TEXHUYECKOTO KOHTPOJIS JIOKAJIBHOM CETH.

3HAThb

00IIIre TPUHIIUTIBI TTIOCTPOSHHS CETEeH, CETEBBIX TOTIOJIOTHIA, MHOTOCIONHON MoIenn
OSI, TpeGoBaHMii K KOMIIBIOTEPHBIM CETSIM;

apXUTEKTYpy TMPOTOKOJIOB, CTaHIAPTH3ALMU CeTeH, STaloB IPOEKTUPOBAHUS
ceTeBOi MHDPACTPYKTYPHI;

0a30Bble MPOTOKOJIBI M TEXHOJIOTUH JIOKAJIbHBIX CETEH;

MIPUHIUIIBI ITOCTPOCHMA BEICOKOCKOPOCTHBIX JIOKAJIbHBIX CeTeﬁ;

CTaHAAPTHI Kabesel, OCHOBHBIE BHJIbI KOMMYHHUKAIIMOHHBIX YCTPOMCTB, TEPMHUHOB,
MOHSTUH, CTAHAAPTOB U TUIIOBBIX 3JIEMEHTOB CTPYKTYPHUPOBAHHON KaOeIbHOM
CHCTEMBI.

KonuiecTBo 4acoB, OTBOJMMOE HA OCBOCHHUE MPOPECCHOHATEHOTO MOAYJIS

Bcero wacos 630

W3 nux Ha ocBoenne MJIK. 01.01 109

Ha ocBoenne M/IK. 01.02 271

Ha TIPaKTUKH, B TOM uncie yueOryto 100  w mpomsBoacTBeHHYIO 150




2. CTpyKTypa M cojepxaHue NPodecCHOHATBHOT0 MOIYJIS

2.1. CtpykTrypa npodeccuonansnoro moay.s «[IM.01 BBIIOJTHEHUE PABOT IO IPOEKTUPOBAHHUIO CETEBO HH®PACTPYKTYPbI»

3aHATHSA BO B3aMMOJIEHCTBHY C IIPEMOAABATEIIEM, 1ac Camocrost
TCJIbHAas
Kol CymMapHsI Obyuenue no M/[K Ilpaxmuku paGota
otsmonn | ooz | oG e
KOMHeTH:HL{Hﬁ b ~ fllbgc ’ Beero xu X pador Yuacbnas npedycfwc;l:;lpefta ZTTCCTaH
MPaKTHIeCKUX | (MIPOEKTO
N B) paccpedomouennas | yg
npaKmuxa)
1 2 3 4 5 6 7 8 9 10

K 1.1-1IK 1.5 Pazpmen 1. Kommsrotepasie 4
OK 01-11 ceTn 109 105 46
IIK 1.1-IIK 1.5 Paznen 2. Opranuzarusi, 271 267 120 4
OK 01-11 MIPUHIIUIIBI TOCTPOCHUS 1

(YHKIIMOHUPOBAHUS

KOMITBIOTEPHBIX CETEH
MK 1.1-IIK 1.5 YueOHas npakThka (1o 100 100
OK 01-11 MPOMUITIO CTIENUANTBHOCTH),

4acoB (ecIu MpeIycCMOTpeHa

UTOTOBas

(KOHIIEHTpUPOBAHHAS )

MTPAKTHKA)
MK 1.1-IIK 1.5 [Tpou3BoACcTBEHHAS MIPAKTHKA 150
OK 01-11 (o mpoduto 150

CITCIIMATBLHOCTH ), 9acOB (eCIH

IpeyCMOTpEHa UTOTOBast

(KOHIIEHTpHPOBaHHAs)

MIPAKTHKA)

Bcezo: 630 380 | 166 X 100 150 8 X




2.2. TemaTu4ecknii IVIaH U coep:kaHue npodeccuonaabaoro moxyst (IIM)

«IIM.01 BBIITIOJTHEHUE PABOT 11O TIPOEKTUPOBAHUIO CETEBOM NUH®PACTPYKTYPbI»

HaunmeHoBaHue pa3iejioB U TeM

npo¢ecCHOHAIBLHOI0 MOAYJISA Coaepxxanne y4e0HOr0 MaTepHaJa, O0bém B
(ITM), MesKIMCUMIITIMHAPHBIX NpaKTH4YecKHe 3aHATHS, CAMOCTOSATEbHAsA yueOHas padoTa odyyaommxcs yacax
KypcoB (MJIK)
1 2 3

Pa3nen 1. KomnbloTepHblie ceTu
MJIK.01.01. KomnbloTepHbie 105
ceTH
Tema 1.1. BBeienne B ceTeBble Copep:xanue 50
TeXHOJIOTHH 1 | KommetoTepHbIe ceTn

CoBmecTHast pabota, IHTEpHET U COBpEMEHHBIE CETEBbIEe TEXHOJOTUH — 00JacTh MPUMEHEHUS U
HazHa4YeHHWe. Buapl KOMIBIOTEpHBIX ceTeil. [TmobanbHbIe W JoKaidbHBIE ceTh. OTHOpPAHTOBBIE U
KIIMEHT-CEpBEpPHBIE apXUTEKTyphl. OCHOBHBIE KOMIIOHEHTHI CeTel, ceTeBas cpela U CETEBble
ycrpoiictBa. Texnomoruum mnoaxmioueHuss Kk Wurtepuer. KouBeprentHsle cetn. KauectBo u
HaJEeKHOCTh ceTeil. OCHOBHBIC IOHATHS CeTeBOM Oe3onmacHOCTH. TeHIeHIH Pa3BUTHsI CeTel.

N

KonconpHbIH noCcTyn, yaaneHssii noctyn ¢ nomornipio Telnet m SSH, nconp3oBanne mopra AUX.

CeTeBble NPOTOKOJbI 1 KOMMYHUKAIMHU

KonmupoBanne u mapamerpsl coobmienusi. CeTeBble MPOTOKOJBL. B3anmozelcTBrE MPOTOKOJIOB.
Ha6op npotokomoB TCP/IP u mporecc obmena manHbiMH. OpraHu3allid 10 CTaHAApPTH3AINU:
ISOC, IAB, IETF, IEEE, ISO. MuoroyposueBbie mojaenu OSI u TCP/IP. Unkancynsnus 1aHHBIX.
[Iporokonsubie Omoku manHbix (PDU). Jloctynm k JokaimpHBIM pecypcam. CeTeBas agpecarius.
MAC- u IP- anpeca. Jloctyn k ynanénasiM pecypcam. 1103 mo ymomganmro.

CereBoii nocTyn

[Mpotokonsl u cranmaptel ¢(usndeckoro ypoBHs. CnocoObl monkiroueHuss K ceTH. CeTeBble
unrepdeiicapie iatel (NIC). Cpenbl mepenaddm JaHHBIX W MX XapaKTEPUCTUKU: TPOITYyCKHAs
CIOCOOHOCTH, IPOU3BOAUTENBHOCTh. Brapl MemHBIX ceTeBhix kabemneit: UTP, STP, koakcuambHBIH.
PazHOBHIHOCTH, OCOOCHHOCTH TPOKIAJKH W TeCTHpOBaHMs KaOeneil. CTpyKTypa U OCOOCHHOCTH
MIPOKJIAJIKN ONITOBOJIOKOHHBIX Kabene. becipoBoanbie cpencTBa nepenaun nanabix. Ctangapt Wi-
Fi IEEE 802.11.

KananbHe1il ypoBeHb U €ro IOAYPOBHH: YTpaBiieHHe jornyeckuM kananoMm (LLC) u Ynpasnenue
noctynoM K cpeze nepenaun JaHHbIX MAC. CTpyKTypa Kajpa KaHaJIBHOTO YPOBHS M MIPHHIIATIBI
ero opmupoBanusi. CTaHAapThl KaHAIBHOTO YPOBHS. Du3nyecKas 1 JOrHUecKast TOMOJIOTHSI CETH.
Tomosnornn «rouka-Toukay, «3B€37a», «IOJIHOCBsI3aHHAas», «KoIblieBas». [lonynymiekcHasd n
MOJIHO Iy TIEKCHAs nepeaaya qanHbix. OcobenHoctu kaapos LAN, WAN, Ethernet, PPP, 802.11.

CerteBnle TexHosgoruu Ethernet




CemeiictBo ceteBbix TexHojoruid Ethernet. Ilpunnun paGoter Ethernet. BzammopeiicTBue Ha
noxypoBHsx LLC u MAC. Ymopaenenue moctymom K cpene nepemaun nanaeix (CSMA). MAC-
aapec: upentudukanus Ethernet. AtpuOyter kampa Ethernet. IlpeacraBnenms MAC-agpecos.
OnHO- ¥ MHOT'0aJJPECHOM, IMUPOKOBEIIATENbHON pacchuiok. CkBo3HOE moakimtoucHue, MAC- u IP-
azapeca.

IIporoxon pasperrenus anpecoB (ARP): mpuHImIb! paboTsl, poiik B IpoIiecce yaaleHHOro oOMeHa
nmanabiMy. Tabmuubl ARP Ha ceteBbIx ycTpolicTBax. OCHOBHBIE HEOCTaTKU poTokona ARP -
Harpy3ska Ha cpeny nepenaun 1aHHBIX U O€30MAaCHOCTb.

OcHoBHasg uHpOpMaIHs 0 TOpTax kKommyTtaropa. Tabmua MAC-anpecoB kommyTaropa. OyHKIHSL
Auto-MDIX. CnocoObl mepechuiku Kajapa Ha kommytaropax Cisco. Bydepusanus mamsatd Ha
KomMMmyTaTtopax. @DHKcHpoBaHHas W MOIyJbHAas KOHQUTypalud KoMMyTatopoB. CpaBHeHHE
KoMMyTanu ypoBHa 2 u ypoBHA. Texuomormss Cisco Express Forwarding. BuptyanbHbrit
uaTepderic xommyraropa (SVI), Mapmpyrusupyemsiii  1nopT, FEtherChannel yposas 3.
Kondurypaiusi MapmpyTu3upyemMoro mnopra.

CeTeBoii ypoBeHb

CereBoil ypoBeHb B IIpolecce Mepeaadd AaHHbIX. IIpoTokonbl ceTeBoro ypoBHS. OCHOBHBIE
xapaktepuctuku [P-mporokona. Ctpykrypa naketoB IPv4 u [Pv6. OcobeHHOCTH U IpEeuMyIIecTBa
mpotrokoina Pv6. Meroasl MapmipyTH3anuu y3ji0B. Tabiauia MapmipyTH3alldd  y3JI0B M|
MapuipyTtuzaTtopa st npotokonioB IPv4 u IPv6. YcrpoiictBo mapuipytuzaropa — IIponeccop,
MaMATh, ONEpPAlMOHHAs cHucTeMa. [loAkirodyeHne K MapIIpyTHU3aToOpy 4epe3 pa3iudHble IOPTHI.
Hactpoiika UWCXOOHBIX MapaMeTpoB, HHTepEcoB, MUMIO3a IO YMONYaHUIO W APYTHX
XapaKTEepUCTHUK MapIIpyTH3aTopa.

TpaHCIOPTHBINA YPOBEHb

Haznavenue u 3a1a4il TPaHCTIOPTHOTO YPOBHSL.

MynbpTHIIIEKCHpOBaHUE ceaHcoB cBsi3u. Omucanue u cpaBHeHue mnporokosoB TCP u UDP —
Ha/Ie&KHOCTh U NPOU3BOAUTENBHOCTD, O0JIACTh NMPUMEHEHUs. Anpecalys MOPTOB M CErMEHTauus
TCP u UDP. O6men nanabsiMu 1o TCP. Ilponieccet TCP cepBepa. Ycranoenenne TCP-coennnenus
u ero 3asepienue. [Ipunmuns! «rpéxcropornero pykomnoxartus» TCP. Hané&xHocts u ynpasneHue
notokoM TCP - [loaTBepikieHNE MONMY4YEeHNsI CETMEHTOB, ITOTEPs AAHHBIX M MOBTOpPHAs INEpenaya,
ynpasieHre 1motokoM. OOMeH AaHHbIMU ¢ ucnonb3oBanueM UDP. Ilponeccsr u 3anpoce UDP-
cepsepa, UDP-nararpammel, nporieccel UDP-kimmenta. [punoxenus, ucnonsiytonme UDP u TCP.

IP-anpecamus

Crpykrypa IPv4-anpecos. CereBas u y3ioBas yactb [P-agpeca. [IpeoOpazoBanue aapecoB MexLy
JIBOMUYHBIM U JI€CATEpUYHBIM NpezcTaBaeHrueM. Macka noaceru IPv4. CereBoii aapec, aapec y3na u
IMPOKOBeaTeNbHBIN apec cetu [Pv4. IIpucBoenne y3imy craTH4ecKkoro u fuHaMudeckoro 1Pv4-
anpeca. MuoroaapecHas riepenada. [ly6nmansie u yactasie [Pv4-anpeca. IPv4-agpeca
cneruansHoro HazHadeHus. llpucsoenne IP-agpecos.

CoBMmecTHOE HCTI0Nb30BaHne MPOoTOKoIoB IPv4 1 IPv6: nBoitHOM CTEK, TyHHEIHPOBAHHE,
npeoOpazoBanue. [Ipencrasnenne [Pvo-anpecos. [IpaBuna cokpamnienus 3amucu [Pv6-agpecos.




WHauBuayansHel, TpyNInoBoi, IpoU3BOJIBHEIM TUIB [IPVv6-anpecoB. CTpyKTypHI JIOKaTbHOTO 1
rI00aTFHOTO WHANBHTYanbHBIX [Pv6-anpecos. CtaTudeckas u TnHAMUYecKas KOHPUTypariuu
riro6amsHOTO MHANBHTyanbHOTO aapeca. [Ipomecc EUI-64 u cimydaitHO creHepupOBaHHBII
uaeHTudukaTop uHTEpdeiica.

ICMP-cepBucel. Omimmuus mias mnpotokoiaoB IPv4 u IPv6. Coobmenuss ICMPvI6 «3ampoc k
MapmpyTuzaTopy», «OOBSBICHHE OT MapUmIpyTH3aTOpa», «3almpoc COCEAHETO y3la» W
«O0BbsBICHNUE COCETHEro y3Na». TecTHpOBaHHE CETH C IMOMOIIBIO 3X0-3alpPOCOB. TpaccHpoBKa
MapmpyTta. Bpems nmpoxoxjeHusi cCurHajga B mpsiMoM u oOpaTHoM HamparieHusx (RTT). Bpewms
skm3an (TTL) IPv4 n mpenen nepexomos IPvo.

Pasnesenne IP-cereil Ha nmoaceTn

CermenTanusi [P-cereit. OOMeH naHHBIMH MeXIy mojaceTssmMHu. [lnmaHupoBaHHMe aapecalun B
noacersix. PacueTHele QopMyinbl A cerMeHTanuu cetu. Pa30ueHnme Ha IMOJACETH Ha OCHOBE
TpeOOBaHUIA Y3JI0B U CETEH, B COOTBETCTBHUH C TpeOOBaHUSIMH ceTeil. Ompenenenrne MacKy OJICETH.
Pa30uenue Ha moJiceTH ¢ UCTIONB30BaHUEM MacKu nepeMenHoi unHbl (VLSM). Ba3zoBast Mozens u
HasHayeHue OnokoB anapecoB VLSM. Ilnanupomanue axapecammu cetd. OCOOCHHOCTH
npoektupoBanusi [Pv6-cern. PazOmeHne Ha TOACETH C WCIONB30BaHWEM WACHTU(UKATOpa
uHTepdeiica.

10

YpoBeHb npuiioxkeHui

YpoBeHb NPUIOKEHUH, YpOBEHb TMPEACTABICHHS M  CEAHCOBBIM  ypoBeHb. IIpumepsl
pacipocTpaHeHHbBIX npuiokeHui. [IpoTokonsl ypoBHs npunoxenuit. Omaopanrossie cetu (P2P).
Mogens Tuna «knueHt-cepsep». O630p nporokonoB HTTP, HTTPS, SMTP, POP u IMAP. Cnyx6a
nomenHbix UMEH (DNS). dopmar coobmienuit u uepapxust DNS. Vrunura «nslookupy. Ciyx0a
DHCP. Ilporokon nepenaun ¢aitnos (FTP). I[IpoTokon oOmeHa 610kaMu cCepBEPHBIX COOOIIEHHUH
(SMB). Konnemmnu «Bceobsemmrommuii Matepaer» BYOD. JlocTaBka TaHHBIX TI0 KOHBEPTEHTHBIM
CETSIM.

11

Co3nanne 1 HaCTPOIKa He0OJILIIOH KOMIIBIOTEPHOMH CeTH

ITnanupoBaHue 1 cozganre HeOONBLIONH KOMIBIOTEPHOM CETH: OIIpeeNICHHE KIIIOUEBBIX (PaKTOPOB,
BBIOOP TOTIOJIOTHH U CETEBBIX YCTPOICTB, BHIOOP U HACTPOHKA MPOTOKOJIOB, CUCTEMBI aJIpECaIlHH.
Mepsl 110 06ecriedeHnIo 6e30MacCHOCTH CeTU. Y SI3BUMOCTH U CETEBbIE aTaky. Pa3BebIBaTeIbHbIE
ataku, Ataku gocryna, Otkas B oocimyxusanuu (DoS-arakn). PezepBHoe konupoBanue,
0OHOBJICHHE M YCTAaHOBKA MCIPaBiIeHUi. MexceTeBbie SKpaHbl. AyTeHTU(UKAIVS, aBTOPU3AIIHS U
yuaét. Brimrouenne npotokoma SSH.

@ailioBele  CHUCTEMBI MapLIPYTHU3aTOPOB M KOMMYTaropoB. Pe3epBHOe KomupoBaHuE U
BOCCTaHOBJIGHHE C IIOMOIIBIO TEKCTOBHIX (haiioB, mnporokona TFTP, USB-nakonurens.
Berpoennbie cinyx0b1 mMapmpytusanuu. [lognepikka GecnipoBogHBIX moakmroueHuil. Hacrtpoiika
BCTPOEHHOI'O MapIIPyTU3aTOpa.

B mom uucne npakmudecKux 3anamuil

1

CocrasiieHue KapThl ceTH IHTEpHET C MOMOIIBIO YTHIIUT «ping» U «traceroute
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Co3znanue npocToi ceTu:

* YcraHOBKa ceaHca KOHCOJH C CETEBBIM 00OPYIOBaHUEM IIPH TTIOMOIIH TporpaMmbl Tera Term;
¢ CosngaHue ceTu;

Hactpoiika OCHOBHBIX apaMeTpOB KOMMYTAaTOpa.

IIpocmoTp cereBoro Tpaduka ¢ MOMOIIbI nmporpaMmmel Wireshark.

[ToaxmoueHne KOMITBIOTEPOB K CETH C IIOMOIIBIO Kaberel u 0eCIIPOBOIHBIX aIalTePOB:
*  OrmpeneneHne CETEBBIX YCTPONCTB U KAHAIOB CBSI3H;

¢ OO0XHM CETEBOro Kabes;

* [IpocMoTp JaHHBIX O OECIPOBOIHBIX M MPOBOIHBIX CETEBBIX ajanTepax.

N3zyuyenne Ethernet-texHomnoruii:

¢ IIpocmorp MAC-aapecoB ceTeBbIX YCTPOUCTB;

*  Hsyuenme kaapos Ethernet ¢ momomsto mporpammer Wireshark;

* IIpocmotrp ARP ¢ momompto nmporpammer Wireshark, maTepdeiicoB komaHIHON CTPOKH
Windows u 10S;

*  Hcnonn3oBanue naTepdeiica komangHoi ctpoku [0S ¢ Tabnmuuamu MAC-aapecoB
KOMMYTAaTopa.

ITocTpoeHue cetu Ha 6a3e MapLIpyTHU3ATOpA:

* IIpocMmoTp Tabnui MapmpyTU3aiy y3I10B;

*  I3ydeHue HpU3NUECKUX XaPaKTEPUCTUK MAPILIPYTU3ATOPA;

* Coszganue ceTH, COCTOsIIEH U3 KOMMYTAaTOpa U MapHIpyTU3aTOpa.

N3ydeHune TpaHCIOPTHOTO YPOBHS:

* HaGmogenue 3a mpoueccoM TpEXCTOpOHHEro «pykomnoxarus» TCP ¢ moMomipio nmporpamMMel
Wireshark;

*  H3yuenue 3axBaueHHbIX JaHHBIX DNS UDP ¢ momoripio mporpaMmal
Wireshark;

* H3yuenue 3axBadeHHbIX naketoB FTP u TFTP ¢ momomisto mporpammsel Wireshark.

Hacrpoiika [P-anpecanumu:

* Hcnonn3oBanue Kajbkynsaropa Windows B paboTe ¢ CETEBBIMHU aJIpecamu;

*  Konsepramus [Pv4-anpecoB B JBOUYHYIO CUCTEMY CUMCIIECHUS;

*  Ompenenenue [Pv4/IPv6-anpecos;

* Hacrpoiika IPv6-anpecoB Ha ceTeBbIX YCTPOHCTBAX;

* TectupoBaHue CETEBOTO MOAKIIOUEHHS C TOMOIIBIO KOMaH/ «ping»
«traceroutey.

Cermenranus IP-cereii:
* U3yueHue KanbKyJIsTOPOB MOJCETEN;
* Pacuér moucereti IPv4;
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* Paznenenue cerell ¢ pa3iaMyHBIMU TOIMOJIOTHUSAMH Ha MOJICETH;
* Pa3zpaboTka 1 BHEIpPEHHE CXEMBI aipecaruy pa3neiaéHHon Ha moacetu IPv4-ceTu;
Pa3paboTka 1 BHempeHue cxeMbl aapecaruin VLSM.
10 | IP-agpecanus:
*  aHanu3 TpaduKa OJAHOAIPECHOH Mepeaayn, MUPOKOBEUIATENbHON U MHOTOAAPECHON PACCHUIKH;
* HacTpoiika aapecanuu [Pvo6;
* mpoBepka aapecaruu [Pv4 u IPvo;
*  0oTpaboTKa KOMIUICKCHBIX NPAKTHUECKHX HABBIKOB.
11 | CermenTanus IP-cereii:
*  OpraHu3anys MOJICETH MO Pa3IUYHBIM CLIEHAPHIM;
*  pa3paboTka U BHEAPCHHE CTPYKTYpHI aapecaruu VLSM;
* BHEIPEHHUE CXEMBbI aipecaluu pa3aenéHHol Ha noacetu [Pvo-cetu;
*  0oTpaboTKa KOMIUICKCHBIX NPAKTHYECKUX HABBIKOB.
12 | M3y4yeHne OCHOBHBIX CETEBBIX CIIYXO:
. Uzyuenne ¢pynkuun obMeHa dainamu MeXIy OJHOPAaHTOBBIMH YCTPOHCTBAMHU
ompeneneHue npeoodpazoBanuii PAT; *M3yuenne npasui padoter DNS;
. N3yuenue nporokona FTP.
13 | Obecneuenne 0€30MaCHOCTH CETH:
*  H3yuenue yrpo3 ceTeBoii 0€30macHOCTH;
* JocTyn K ceTeBbIM ycTpoiicTBaM no nporokory SSH;
* (OO0ecrnieueHne 6€30MACHOCTH CETEBBIX YCTPOICTB;
14 | Anann3 KOMITBIOTEPHOM CETH U HACTPONKA MapIIPyTHU3ATOPA:
* IIpoBepka 3ajiepKeK B Tiepellavur CETEBBIX MTAKETOB C MMOMOIIBIO YTHIIUT «ping» u «traceroute»;
*  Hcnonn3oBanue nuntepdeiica komangHoi ctpoku (CLI) miist coopa cBeieHHid 0 CETEBBIX
YCTpONCTBAX;
*  Vmopasienue aiinaMu KOHGHUTypauuy MapIpyTU3aTopa ¢ IOMOIIBIO IPOrpaMMBbl SMYJISILAN
TEepMHUHAJIa
*  Vnpasienue ¢aiinamMmu KOHPUrypauu yCTpoicTs ¢ ucnosb3zoBanueM TFTP, ¢ueni-namsatu u
USB-nakomnuTeneit
* l3ydeHue npouenyp BOCCTAaHOBJIECHHS APOJIEH.
15 | [IpoexTupoBaHHE U CO3/IaHUE CETH AJISl MAJIOTO MPEANPHUSITUS — UTOTOBBINA IPOEKT
Tema 1.2. [IpuHIUNIBI Cooepiicanue 55
MapIIPYTH3AUMA 1 1 | BBenenue B KOMMYTHpYeMbIe CETH
KOMMYyTaluu O0wenunénnsie cetu. Mepapxusi B KOMMYTHPYeMOil ceTd. Pojb KOMMYTHPYEMBIX CETEH.
KommyTtupyemas cpena. Jlnnamudeckoe 3anonHerne Tadaumsr MAC-aapecoB KOMMYyTaTopa.
MerTo1p1 IEpeChUTKH HAa KOMMyTaTope. KoMMmyTanms ¢ mpoMexyTOYHbIM XpaHneHneM. CKBO3Has
KOMMYTaIusl.
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KommyTtarnmonnsie qomenbl. CHUXEHUE TEPETPY30K CETH.

OcHOBHBIEC KOHLENIIIUM M HACTPOIIKa KOMMYTAIUH

OcHOBHBIE KOHLIETIIIUY U HACTpOWKa KoMMyTaluu. [lepBoHavyanpHas HaCTpOHKa KOMMYTaTopa u
BOCCTAaHOBJICHHE TIOCJIE CUCTEMHOTO c00st. HacTpoiika moctyma mist 6a30BOT0 yrpaBiIeHAS
kommyTatopoM ¢ [Pv4. Jlynnekcuas cBs3b. HacTpoiika mopToB KoMMyTaTopa Ha (PU3NIECKOM
ypoBHe. DyHKIMSI aBTOMaTHYECKOTO OmpeaesicHus tumna kaoemns (Auto-MDIX). ITpoBepka HacTpoek
nmoprta komMmyTaropa. [lonck u ycrpaneHue mpodiieM Ha ypOBHE JIOCTYTIa K CETH.

besomacHocTs KOMMyTaTOpa. 3anUIMEHHBINA yaanéHHbIA gocTyml. Hactpoiika SSH.
PacnipocTpan€nnblie yrpo3sl Oe3omacHocTy: niepenonHenune Tadbauiel MAC-anpecos, DHCP-
cny(uHT, HCnoJIb30BaHue ysa3BuMocTell mpotokona CDP, Araku Telnet u np. Ayaur u
MPaKTHYECKHE PEKOMEHIAINH 110 00eCTIeYeHHIO 0€30ITaCHOCTH CeTH. be3omacHocTs mopra
kommyTtaropa. OtrcnexxuBanne DHCP coobmienuii. @ynkims 6e3onacHoCTH mopta. Buabl 3amuTer
MAC-anpecoB. PexxuMbl pearnpoBaHus Ha HapylieHue 6e3onacHocTH. [IpoBepka 1 HacTpolika
noptoB. [Ipotokon cereBoro Bpemern (NTP).

Bupryausbnbie jgokaabHble cetu (VLAN)

Buptyanbubie nokanbhbie cetd (VLAN) — kiaccudukanyisi ¥ OCHOBHBIE XapaKTEPUCTUKU. TpaHKu
BUPTYaJIbHBIX ceTeil. KoHTposb mupokoBemarenbHbx JoMeHoB B ceTsix VLAN. TerupoBanue
kanpoB Ethernet ans unentudukamum cetu VLAN. Cetn native VLAN u TerupoBanue crangapTa
802.1Q. Teruposanue ronocoBoit VLAN. Peanuszamuu BupTyanbHoil TokanbHoM ceTi. Haznauenue
nmoptoB ceTssiM VLAN. Hactpoiika TpaHKOBBIX KaHaoB. [IpOTOKON AMHAMHYECKOTO CO3aHuUs
tparkosoro kaHama (DTP). ITouck u ycTpaneHre HENOMIAI0K B BUPTYATbHBIX JIOKATBHBIX CETSIX U
TpaHKOBBIX KaHamnax. [Ipobnemsr ¢ IP-anpecanueii cetn VLAN. HecoBnanenus pe:xuMoB
TpaHKoBOH cBsi3u. [IpoekTupoBanue u obecriedenne 6ezonacHoctu VLAN: hopping, cniydunr
KOMMYTaTopa, ataka ¢ 1BoiHbIM TerupoBanueM, Cets PVLAN nepumerpa. [Ipaktnaeckue
PEKOMEHJALIMH 110 MPOSKTHPOBAHUIO BUPTYAJIBHOH JIOKAJIBHOM CETH.

Konuenuusi MapmpyTusanum

Hactpoiika mapmpytuzatopa. MexaHu3Mbl IEPECHUIKU NTAKETOB. [ToAKIIIOUEHHE U HACTPOUKA
ycTpoicTB. CBETOAMOIHBIE HHAUKATOPHI HA MapLIpyTU3aTOpe. AKTHBALMS U HacTpoiika |P-
anpecaun. [IpoBepka cBSI3HOCTH ceTell ¢ MPsIMBIM NOJKIIOUeHHEM. [IpoBepka HacTpoek
uHTepdeiica. PunbTpanys BHIXOAHBIX TaHHBIX KoMaH «showy. KoMMyTalus nakeToB Mexmty
ceTsamu. OyHKIMA KOMMYTallMU MapIipyTu3zaropa. Mapmpyruzanus naketos. OnpenencHue myTu.
[Ipouecc npuHATHUS peLIeHns O TIepechlUIKe MakeToB. Beibop ontumansHoro mytu. [Ipotokosst RIP,
OSPF, EIGRP. Pacnipenenenue Harpy3ku. AAMUHUCTpUpOBaHue paccTosinue (AD) n HagexHOCTh
Mapuipyrta. AHaIU3 TaOJIUI MapIIPyTU3AIMH — UCTOYHHUK JIAHHBIX, PUHIUIE (pOpMUpOBaHUE
BO3MOXHOCTH HACTPOMKH. 3aIMcy TaOJINIBI MAPIIPYTU3ALUK ISl CETEH C IPSAMBIM
MOJKITIOYCHUEM. 3aJJaHie CTATUYECKUX MapuIpyToB. [[poTOKOIbI THHAMIYECKO MapIIpyTH3alluN
cereii IPv4 u IPv6.

Mapwmpyrusanus me:xkny VLAN
[Tpunnumnel padotsl MappyTuzauun Mexay VLAN. Hactpoiika mapimpyTuszanuu Ha Oase
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MapUIpyTU3aTOPOB ¢ HECKOIBKUMHU (PU3HMYECKUMHU HHTepdeiicaMu, ¢ HCIOIb30BaHUEM
KoH(UTypanuu router-on-a-stick, aepez MHOroypoBHEBBI KoMMyTaTop. [IpoGiemMsr
Mapmpytuzanun Mexay VLAN. [IpoBepka koH(MUTYpannu KOMMyTaToOpa U HACTPOEK
Mmapuipytuzatopa. Henonagku B pabore unrepgeiica. Ommbku B [P-agpecax 1 Mackax moaceTH.
Hactpoiika u paboTta koMmMyTaruu Ha 3-M ypoBHe. Mapmpytuzanus mexnxy VLAN gepes
BHPTyaJIbHBIE HHTEP(EHCH KOMMYTaTOpa, MapIIpyTU3NpyeMbIe TOPTHI. Hermomaaky B HacTporkax
KOMMYTaTopa 3-To YpOBHSI.

CraTnveckasi MapIIpyTH3AHA

IIpenMy1necTBa 1 3a1a4 CTATUYECKON MapIIpyTU3alui. THIIBI CTATHYECKUX MapIIPyTOB:
CTaHJAPTHBIH, 10 YMOTYAHUIO, CYMMapHbIN, Iu1aBatomuil. Hactpoiika cTaTH4eCKUX MapIipyTOB
IPv4 u IPv6. Komanga «ip route». Mapmpyt ciefyromero nepexoaa. HampsiMmyro moIxkiarou€HHbIH
craTudyeckuid Mapupyt. [IonMHOCTBIO 3a1aHHbII cTaTnyeckuil MapiipyT. Hactpoiika ctaTuueckoro
MapuipyTa no ymonuanuto. Knaccopas agpecanus. KnaccoBbie macku noacetu. beckiaccopas
MexaomenHas Mapmpytuzanys CIDR. O0benunenne mapipyToB. OpraHu3aiys CyrnepceTen.
Hcnonp3oBanue Macok mojacet ¢puxcupoanHoi mmHbl (FLSM). Macka nmoncetn nepeMeHHON
mmabl (VLSM). Hactpoiika cyMMapHBIX | IDIABAFOIIAX CTATHYECKUX MapipyToB. Pacuér
cymmapHoro MapupyTa. O6benuHenue ceteBbix aapecoB IPv4 u IPv6. Ilouck u yctpanenue
HENoJIaI0K B HACTPOMKaX CTaTUYECKOr0 MapuIpyTa U MapuipyTa Mo yMOJIYaHHIO.

JunaMuyeckass MapuIpy TH3aus
[IpoTokonpl AMHAMUYECKON MapIIPyTH3AUY — Ha3HAYCHHE, TIPUHITUIIBI pa0OTHI U ICTOPHUS
pazButus. CpaBHEHHE TUHAMUYECKOW U CTaTHYECKOM MapipyTu3anuu. [IpuHIUIEI paboThl
MPOTOKOJIOB MapUIPYTH3AIIMK: ITyCK MOCIie BKIItOYeHus nmuTanus, CereBoe oOHapyxeHnue, OOMeH
JTAaHHBIMU MapripyTrianuu, Obecnedenne cxonumoct. Kitaccudukaiius mpoToKoIoB
MapmpyTuzaiui. [Ipotokonsr IGP u EGP. luctanmumonno-sexropasie mpotokoisl RIP, IGRP.
[TpoTokomnsl MapupyTH3anuu 1o cocrosauto kanana OSPF u IS-IS. KnaccoBrie u 6eckiaccoBble
MIPOTOKOJIBI MapIIPyTH3ANHUN. XapaKTEPUCTUKNA U METPHUKH IPOTOKOIIOB.
JuHamuueckas AUCTAHIIMOHHO-BEKTOPHAS MapIIpyTH3anus. J{uCcTaHIIMOHHO-BEKTOPHBIH
anropuT™M. MexaHnu3Mbl OTIPABKH U MOTYYEHHS JaHHBIX MapLIIpyTH3AUH, pPacyéTa ONTHMaIbHBIX
myTed U 100aBIeHYsI MapIIPYTOB B TaOIUIy MapIIpyTH3AIH, OOHAPYKEHUS U pearupoBaHUs Ha
u3MeHeHus B Tononoruu. Hactpoiika nporokona RIP: Bkitouenue RIPv2, oTkitoueHue
ABTOMATHYECKOTO O0OBEIMHEHHS], HACTPOHKA ITACCHBHBIX HHTEP(HENCOB, epeaada MappyTa 1mo
yMouaHuto 1o cetu. Hactpolika nmporokoisia RIPng. [Iponecc MapiipyTu3ainuu no COCTOSHUIO
kanana. Hello npotokon. maker coctosiHust kanana (LSP). JlaBunHas paccblika akeToOB COCTOSHUS
KaHana. JIaBuHHas pacchlIKa MaKeTOB COCTOSHUA KaHana. Co3/laHue iepeBa KpaTJyalIuX MyTei
SPF. No6asnenue mapmpytoB OSPF B Tabmuiry mapimpyruzanuu. HegoctaTku mpoTOKOJIOB
MapUIpyTU3aLMU 110 COCTOSHUIO KaHaa. Ta0nuia MapmpyTu3anuy. 3anucu ¢ IpIMbIM
MOJIKIIIOYCHUEM U yIal€HHOU ceTr. JlmHaMuvecku roiyyaemble MapipyThl [Pv4/6. Tponecc
MOVCKa MapIIpyTa.

OSPF a5 oaHoi 00J1acTH
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CewmeiictBo mpotokonoB OSPF. Xapakrepuctuku, npuHIUNIB! paboThl u KomrnoneHTs! OSPF.
Oco6ennoctu OSPF st ogHO#M 11 HeCKOJIBKHX oOnacTeil. MarucrpanapHast 06macTs. HKanCy s
coobmenuit OSPF. Tumnsr maketroB OSPF: maker npuserctus (hello), maket onmcanus 6a3bl
nannbeix (DBD), maker 3anpoca cocrosinus kaHana (LSR), maketT oOHOBIIEHHSI COCTOSIHUS KaHaa
(LSU). makeT noareepkmenus coctosans kaHama (LSAck). OOHOBICHHs COCTOSHUS KaHaja.
Paboune coctosiuust OSPF. Brinenennusiii (DR) u pesepBHBIi BbineaeHHbIN MapmpyTu3aTop (BDR).
Cunxponwuzarus 6a3 ganabix OSPF. Hactpotika OSPFv2 nns omHolt o01actu. Peskum
KOH(HUTYpauu WACHTUPHUKATOPBI MapiipyTu3aropa. Vcnons3oBanue nnrepdeiica loopback.
Bximrouenne OSPF na narepdeticax. lllabnonnas macka. Komanma «networky». HacTtpoiika
naccuBHbBIX uHTEpdeticoB. Dopmyna pacuéra metpuku croumoctd OSPF. Hactpoiika 3HaueHuit
MPOIYCKHOH criocoOHocTH nHTEpdeiica. [IpoBepka cocemHNX YCTPOUCTB, HACTPOEK MPOTOKOIA,
JlaHHBIX npouecca u Apyrux xapakrepuctuk OSPF. CpaBuenue OSPFv2 u OSPFv3. Anpeca tumna
link-local. Tomosorust cetu OSPFv3. Hactpoiika nnenrudukaropa mapuipyruzaropa OSPFv3.
Brurouenue OSPFv3 Ha untepdericax.

Cnucku koHTpoJs aocryna (ACL)

Crucku kouTpois goctymna (ACL). [puammmn padotet ACLcnuckoB. Tumbr ACL-criuckoB Cisco
st [Pv4. Tlpuceauanue HomepoB u uMEH ACL-cniuckam. Pacué€r mabdnonnoit macku B ACL-
criuckax. Pexkomennanun no cozaanuio u pazmenienuto ACL-criuckoB. Pasmenienue cranaapTHBIX
u pacimpeHHbx ACL-cimekoB. Hactpoiika cranmaptaoro ACL-criucka. [Ipumenenne
craanaptabix ACL-crinckoB Ha nHTepdeiicax. Kommenrapun k ACL-ciickam. [IpoBepka u
pelakTHpOBaHUE CTaHAAPTHBRIX HyMepoBaHHBIX ACLcnuckoB. ACL-cTatucTuka. 3anira nopTos
VTY c nomonisto crangaptHoro ACL-crincka IPv4. CtpykTypa n HacTpoiika pacmmpeHHbix ACL-
cnuckoB st [Pv4. @unbrpanns Tpaduka ¢ ucnoas3oBanueM pacmupeHHbix ACL-cnckos.
[Mowuck u ycrpanenue Henonagaok ACL-crinckoB. Pacipoctpanénnsie ommbkun ACL-criuckos.
Cpasuenne ACL-ciinckoB juisg IPv4 u IPv6. Hacrpoiika u nposepka ACL-crinckoB aiis IPv6.
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IIporoxos DHCP

ITpotoxon DHCP. DHCPv4: 6a3oBas onepauusi, popmat cooduienuii, cooOuieHust oOHapy>KeHUS U
npemnoxenns. Hactpoiika, mpoBepka u perpancisus mpoctoro DHCPv4-cepsepa. Hactpoiika
MapupyrtusaTopa B kauectBe DHCPv4-knuenTa. HacTpoiika mapmpyrtuzaropa knacca SOHO.
ITouck u ycrpaneHue Henonaaok B padore mapumpyruzaropa DHCPv4. [Ipotokon DHCPv6.
ABToMaTHUecKast HacTpoika aapeca 6e3 orcneskuBanus coctossHus (SLAAC). [MpuHumn padboTe
SLAAC ¢ DHCPv6. DHCPv6 ¢ u 6e3 orcnexxuanus cocrosaus. [Iporeccer DHCPv6. Hactpotika
MapupytusaTopa B kauectBe DHCPv6-cepBepa 1 DHCPv6-kinenTa. [lonck u ycrpanenue
Henonanok B pabore DHCPv6.
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IIpeoOpa3zoBanne ceTeBbIX aapecoB IPv4

IIpeoOpasosanue cereBbix aapecoB IPv4. KonienryansHoe mpeodpa3oBaHUe CETEBBIX aIPeCOB
(NAT). Tepmunonorus u npunuunsl padotel NAT. I[IpoctpancTBo yactHbIX [Pv4-aapecos.
Crartnueckoe u IuHaMIIecKoe mpeodpazoanue ceteBbix aapecoB (NAT). IIpeobpazoBanue
anpecos moptoB (PAT). Cpasaerne NAT u PAT. [IpeumymiectBa u Hepoctatku NAT. Ananms
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cratudeckoro npeodpazoBanus NAT. [Ipunnun padotsl suHamudeckoro NAT Hactpoiika u
npoBepka NAT, PAT. [lepeanpecarus moptoB. Hactpoitka NAT u potokoia IPv6.
Ilonck u yctpanenne Henonagok B pabote NAT.

B mom uucne npakmuueckux 3auamuii

1 | Hacrpoiika kommyTaTopa:
* ba3oBas HacTpoiika KOMMYTaTopa;
* Hactpoiika napamerpoB 0€30MaCHOCTH KOMMYTAaTOPA.
2 | Hactpoiika 6e30macHOCTH KOMMYTaTOpa:
* Hacrpoiika npotokona SSH;
* Hacrpoiika pyuxuuu Switch Port Security;
* Ilouck u ycTpaHeHHE HEMONAJOK B CHCTEME O€30MacHOCTH ITOPTOB KOMMYTATOPa;
OT1paboTKa KOMILICKCHBIX MPAKTHYECKUX HABBIKOB.
3 | Konduryparmus cereit VLAN:
*  Konduryparus cereit VLAN u TpaHKOBBIX KaHAJIOB;
* [louck ¥ ycTpaHeHHE HEMoNaA0K B KoHpurypauuu VLAN;
*  Peammzarnus cucremsl 6e3omacHocTr ceTH VLAN;
*  Peammzanus ceteit VLAN Ju1st cerMeHTaIMuU ceTel MpeANPUsATHIA MAJIOro M CpeIHEro Ou3Heca.
4 | Hactpoiika MapripyTusaropa:
* lcnonp3oBaHue KOMaHIbI traceroute I 06Hapy>1<eHI/m CETH;
¢ JIOKyMEHTHPOBAHUE CETH;
*  Hactpoiika unrepdeticos [Pv4 u IPv6;
* Hacrpoiika 1 mpoBepKa HEOOJIBIIOH CETH;
HccnenoBanye MapuIpyToB C NPSIMBIM MOIKITIOYEHHEM.
5 | Hacrpoiika MapiipyTH3aIum:
* Cocrasnenue cxemsl cetu lHTEpHET;
*  Hactpoiika 6a30BBIX TapaMeTPOB MapIIPyTH3aTOpa C IOMOIIBIO HHTEpdeiica KOMaH THOH
ctpoku (CLI) cucremsr Cisco 10S;
* Hactpoiika 6a30BbIX TapaMeTpoB MapipyTuzaropa ¢ nomouipo CCP.
6 | Mapmpyruzanus mexay VLAN:
*  Hacrpoiika mapuipytuzanuu Mexay VLAN mist kaxmporo natepdeiica;
* Hacrpoiika mapmpytuzanun mexay VLAN Ha ocHoBe cTarnapta 802.1Q 1 TpaHKOBOTO
KaHana;
* llowuck M ycTpaHEeHHE HEMOJNAJO0K B MapIIpyTu3anuu Mexay cersMu VLAN.
7 | Hactpolika craTHuecKoi MapIpyTH3aIiH:

*  Hactpoiika cratugeckux MapupyTtoB [Pv4/IPv6 o ymonuanuto;
* Pa3zpabortka u peanuzamnus cxeMbl anpecarun [Pv4 ¢ ncronp3zoBanuem VLSM;
*  Pacuér cymmapusix MapuipyToB [Pv4 u IPv6;
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* llowuck u ycTpaHeHHE HEMONAJO0K cTaTHUeCKUX MapupyToB IPv4 u IPv6.

8 | Hactpoiika nuHamMu4YecKOi MapIpyTH3aiH:
. HccnenoBanne cXOIMMOCTH;
. CpaBHeHHe METOJIOB BEIOOpPA ITyTH B IpoTOKOIax RIP.
9 | Hactpoiika nporokoios RIPv2 u RIPng.
10 | Hacrpoiika npotokonoB OSPF:
. Hactpoiika 6azoBoro nporokona OSPFv2 nns ogHol o6nacTy;
. bazoBas HacTpoiika nporokosna OSPFv3 mns ogHol oOnacTy.
11 | U3yyenne MexaHU3MOB pabOThI CO CMCKAMHU KOHTPOJIS JOCTYIA!
*  Harmagaoe npencrasnenue padbotel ACL-cimcka;
* Hacrpoiika ctanmaptasix ACL-criuckoB;
* Hacrpoiika ctangapTHeIX uMeHOBaHHBIX ACL-CIUCKOB;
* Hactpoiika ACL-cnicka mms nmuaniit VIY;
*  Hacrpoiika pacuuperaasix ACL-CIHICKOB AJi pa3IUYHBIX CIICHAPUEB;
* Ilouck u yctpanenue Hemnonaaok B padbore ACL-cruckos;
* Hacrpoiika ACL-criuckoB [Pv6;
*  OrpaboTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB.
12 | Hacrpoiika ACL-criuckoB:
¢ Hacrpoiika u npoBepka ctanaapTHbIX ACL-CIHCKOB;
* Hacrpoiika u npoBepka orpanunuenuii VIY;
* Hacrpoiika u npoBepka pacmupeHHbIX ACL-CITucKoB;
* llouck u ycTpaHeHHe HEMoNaJ0K B HacTpoiike u pasmemieHuun ACL-
CITHCKOB;
* Hacrpoiika u nposepka ACL-cnuckos st IPv6.
13 | U3yuenue nporokonoB DHCP:
* bazoras nactpoiika DHCPv4 na mapmpytuzaTtope;
* bazosas nactpoiika DHCPv4 Ha koMmmyTaTope;
* Ilouck u ycrpanenue Heronagok B pabore DHCPv4;
*  Hactpoiika cepsepa DHCPv6 0e3 oTcnexuBaHusi COCTOSIHUS M C OTCIICKUBAHUEM COCTOSIHHUS;
* Ilouck u ycrpanenue Henonaaok B pabotre DHCPv6.
14 | U3yyenune nporokona DHCP:
*  Hacrpoiika nporokxoiaa DHCP ¢ nomomnipio komang Cisco 10S;
*  OTtpaboTKa KOMIUIEKCHBIX MPAKTUYECKIX HABBIKOB.
15 | [IpeoOpazoBaHKE CETEBBIX AJIPECOB:

*  U3yuenue npuHnmmna padbotsl NAT;
* Hacrpoiika ctatuueckoro u guHamuueckoro NAT;
*  Peanuzanus cratuueckoro u guHamudeckoro NAT;
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*  Hactpoiika nepeagpecanuu mopToB Ha Mapuipytusarope Linksys;
* IIpoBepka, HOMCK U yCTpaHEHUE HEMoa 0K KoHpurypauuit NAT;
*  OrpaboTKa KOMIUIEKCHBIX IPAKTUYECKUX HABBIKOB.

16 | U3yuenue padotel ¢ NAT u PAT:
*  Hactpoiika nuHamudeckoro u cratudaeckoro NAT;
* Hacrpoiika NAT-nyna ¢ neperpy3koii u PAT;
* [louck u ycrpaneHue Henonagok konpurypanuii NAT.
Paznen 2. Opranusauus,
NPMHIUIILI TOCTPOEHUS U
byHKHHMOHMpPOBaHUS
KOMIIBIOTEPHBIX ceTeil
M/JK.01.02. Opranuzaunus, 267
NPMHUUIIBI HOCTPOEHUS U
(pyHKIHOHMpPOBaAHMSA
KOMIIBIOTEPHBIX ceTeil
Tema 2.1. MapmpyTuzauus u Cooepotcanue 123
KOMMYTanusi. 1 | Benenue B MacmiraGupoBanue cereii
Macmrabuposanne cerei Peanuzanus npoekra cetu. [IpoekT uepapxuueckoii cetu. Pacimpenue cetu. Beioop ceTeBbIx
ycrpoiictB. KommyTanmmonHoe o0opynoBanue. MapipyTruzaTopsl. Y IpaBIsONIIe yCTPOUCTBA.
2 | H30bITounocTs LAN
[MousTrst mpoToKona spanning-tree. [IpeqHasHadenne npoTokona spanning-tree. [Ipuanmn paboTel
STP. Tumsr nporokosnoB STP. Hactpoiika npotokona STP. Hactpoiika PVST+. Hactpotiika Rapid
PVST+. [Ipob6aemsl HacTpoiiku STP.
3 | ArperupoBaHue KaHAJIOB
OCHOBHBIE TTOHSATHUS arPEerupOBaHMs KaHAIOB. ArperupoBanue kananos. [IpuHIun padboTet
EtherChannel. Hacrpoiika arperupoBanus kanano. Hactpoiika EtherChannel. I[TpoBepka, mouck u
ycrpanenue Henosanok B pabore EtherChannel
4 | BecnpoBoaHbIE JOKAJIBHbIE CETH
Konnenmuu 6ecripoBoaHo# cBsizu. Beenenue B OecripoBoiHy 0 cBsi3b. KoMmoneHnTsl ceteit WLAN.
Tononoruu cereit WLAN 802.11. IIpuniunst paboTel 6ecipoBOAHOM J0KanbHOM cetu. CTpyKTypa
kagpa 802.11. dynkunonnpoBanue OECIIPOBOAHOM CBSI3U. YTIpaBiieHHE KaHaIaMH. be30omacHOCTb
OeCpOBOHBIX JIOKAIBHBIX ceTed. Yrpo3sl i ceteit WLAN. Obecnieuenne 0€300aCHOCTH
WLAN. Hactpoiika 6ecipoBOIHBIX JTOKaJIBHBIX ceTell. HacTpoiika 6ecripoBogHOTO
MapuipyTtuzaropa. Hactpolika 6ecripoBoHBIX KIHEeHTOB. II0MCK U ycTpaHeHHE HEMoJal0K B padoTe
cerel WLAN.
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Hacrpoiika u yctpaneHue HemoJiagok B padore OSPF nus oxHoit o61acTn

Pacmmpennsie mapameTpsl mpotokona OSPF mist ogHo# ob6macTi. MapipyTrzanns Ha YpOBHSIX
pacupenenenus u sapa. OSPF B ceTsx ¢ MHOXKECTBEHHBIM TOCTYIIOM. PacmpocTpanenne mapiipyTta
no ymonmuanuto. Tounas HacTpoiika natepdeiicos OSPF. 3amura OSPF. Ycrpanenue Hemonamok
peanmzanuu npotokona OSPF ams omHoi 00macti. CocTaBisfomye IporieIyphl MOMCKa ’
ycTtpaHeHust Henonaaok B padbore OSPF ains omHoii o6mactu. [lonck u ycTpaHeHHe HENMOIAI0K B
mapmpytuzanuu OSPFv2 mis onsoit oonactu. [louck u ycrpanenue Hernonanok B OSPFv3 s
0JTHOH o0sacTu

OSPF 1151 HecKOJIbKHX 00J1acTel

IIpuntumn padoter OSPF s Heckonpkux obnacteit. Haznauenne OSPF miis HeCKOIBKHAX 00IacTe.

[Mpunnun padots! maketoB LSA B OSPF nyis Heckonbkux obnacreit. Tabnuia MapmipyTH3anuu 1
tunsl MappyToB OSPF. Hactpoiika OSPF mist Heckonbkux obmacreit. Hactpoiika OSPF mst
HecKonbkux obmacteit. O0beaquHenne MapipyToB OSPF. IIposepka OSPF mis Heckompkux
obuacreil.

B mom uucne npakmuueckux zanamuii 64

1 | Pa3BepThiBaHHE KOMMYTHPYEMOH CETH C PE3EPBHBIMU KaHAJIAMH

2 | Hactpoiika Rapid PVST+, PortFast u BPDU Guard

3 | Hacrpoiika nporokxona GLBP

4 | Onpenenenyie TUMOBBIX oMHUOOK KoHpurypanuu STP

5 | Hacrpoiika EtherChannel

6 | Ilouck u ycrpanenue Henonaaok B padbote EtherChannel

7 | ArperupoBaHue KaHaJOB

8 | Hactpoiika 6ecnipoBOgHOTO MapHIPyTHU3aTOpa M KITMEHTA

9 | Hactpoiika 6a3oBoro nporokona OSPFv2 miist ogHO# o0nacTu

10 | Hacrpotika OSPFv2 B ceTrt MHOXKECTBEHHOI'O JIOCTyIa

11 | Hacrpoiika pacunpersbix Gpynxmauid OSPFv2

12 | Ilouck u ycTpaHeHHe Henoai0K B pabore ocHOBHBIX poTokosioB OSPFv2 u OSPFv3 nns oxHoi
obnactu

13 | [Nouck u ycTpaHeHHe HemoaI0K B paboTe ycoBepieHcTBoBaHHOTO poTokona OSPFv2 ans oxHoi
obnactu

14 | Bnanenue HaBbIKaMM IIOMCKA U YCTpaHeHUs Henosaiok B pabore OSPF

15 | Hacrpoiika OSPFv2 ans Heckonbkux obmacTei

16 | Hactpoiika OSPFv3 st Heckonbkux obiacreit

17 | Ilouck u ycrpanenue Henonanok B padbore OSPFv2 u OSPFv3 mis Heckonbkux obiacreit

Tema 2.2. CoennHeHue ceTeil. Cooepicanue 144
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Hoaxnovenue K ria06aabLHOM ceTH

0O0630p TeXHOJIOTHIA TI00ATBHOM ceTH. Llems co3manus rmodansHbeIX ceTelt. [IpuHImT padboTs
rio0anbHOM ceTH. BBIOOp TexHOoMOTHH TII00aTbHOM ceTH. CepBHUCHI TJIOOATEHOMN CETH.
HNudpacTpyKTyphl YaCTHBIX TTI00ANBHBIX ceTel. MHppacTpyKkTypa 00IIe0CTyHOM r100anbHON
cetd. BEI00p cepBHCOB TII00ATEHOM CETH.

CoeauHeHHE «TOYKA-TOYKA»

0030p nocIe0BaTENFHOI0 COSTUHEHHUS «TOUKA-TOUKa». CBsI3b 10 MOCIE0BATEIILHOMY KaHaIy.
Wukancynsuust HDLC. Ipuanun padots! npotokona PPP. [Ipenmymectsa mpotokona PPP. LCP u
NCP. Ceancer PPP. Hactpoiika npotokona PPP. Hactpoiika npotokona PPP. Ayrentudukanms
PPP. Otnanka coeguneanii WAN. Otnanka PPP.

Pemenusi MpoKoONoOJIOCHOTO 10CTyIAa

VY nanéunas padorta. [Ipeumyinectsa ynanénHoi padbotel. busHec-TpeOoBaHUS )1 YIAIEHHBIX
paboTtHuKOB. CpaBHEHHE pPEIISHUH MUPOKOONIOcHOTO AocTymna. Kadens. DSL. becipoBogabie
IIMPOKOIIOJIOCHBIE CETH. BRIOOp pelieHnii MUPOKOIOIOCHOTO TocTyna. HacTpoiika moakioueHui
XDSL. O630p PPPoE. Hacrpoiika PPPoE.

3amura MeskGUInaIbLHOH CBA3U

Ceru VPN. Ochnossl ceteit VPN. Turmer ceteit VPN. Tyanenu GRE mexny o6bexTamu. OCHOBEI
GRE. Hacrpotika Tynneneit GRE. O6mue cBenenus o6 IPsec. 3amura nporokona IP. Ctpykrypa
npotokoia IPsec. Y nanénnsiii noctymn. Pemenus VPN s yaanénnoro goctyna. Cetu VPN
yAAJIEHHOT O JOCTyNa ¢ hcnonb3oBaHueM [Psec.

Monurtopunr Ceru

Syslog. Ipunnumn padotsr Syslog. Hactpoiika Syslog. SNMP. TIpunrwm pabotsr SNMP.
Hactpoiika SNMP. NetFlow. [Tpunmun pa6otst NetFlow. Hactpoiika NetFlow. IIpoBepka mozeneit
Tpaduka.

OT1iaaaka ceTn

INouck 1 ycTpaHeHHE HETONAI0K C UCIIOIb30BaHMEM CUCTEMHOI'O T0AX0/a. JJOKyMeHTaIHs 110
cetu. [Iporieypa morcka U yCTpaHeHHsl HermonaaoK. M3omsius npobiieMbl ¢ TOMOIIBIO
MHOTOYPOBHEBBIX Mojenel. Otnanka cetu. CpeacTBa MOUCKA U YCTPAHEHUS HETIOJIA 0K.
CI/IMHTOMBI 158 HpI/I'-II/IHBI OTJIaAKHU CECTH. HOI/ICK 158 YCTpaHeHI/Ie HCITIOJIAa0K CBA3U B CETAX IP

B mom uucne npakmuueckux 3auamuii

Hacrpoiika 6a3oBoro PPP c ayrentudukanueit

Otnagka 6a3oBoro PPP c ayrentndukanmeit

IIposepka PPP

Hacrpoiika mapmpytuzatopa B kKauecTe kiueHTa PPPoE ms monkirouenns DSL

Hactpoiika Tynnens VPN GRE no cxeme «Touka-Touka

P a3pa60TKa TCXHHUYCCKOI'O O6CJ'Iy>KI/IBaHI/I$I CCTH

Hactpoiika Syslog u NTP

O IN|O|UIBRWIN| -

W3ydeHue nmporpaMMHOI0 00eCIieueHu sl jIsi MOHUTOPUHIA CETH

56
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9 | Hactpoiika SNMP

10 | Coop u anamu3 ganabix NetFlow

11 | MHCTpYyMEHTapHil CEeTEeBOTO aIMUHICTPATOPA Il HAOIIOACHHS

12 | Coboii B paboTe cetn

13 | Pa3zpaboTka TOKYMEHTAIH

IIpumepHasi TeMaTHKa cCaMOCTOSATEJbLHON y4eOHOH padoThI:

Cucremarudeckast IpopadOTKa KOHCIIEKTOB 3aHATHH, y4eOHOW U CrIeNUaIbHONW TEXHHUUECKOW JIUTEPATYPHI.
KoHcnektupoBaHue TEKCTa, paboTa co CI0BapsIMU U CIIPaBOYHMKAMM, O3HAKOMJIEHUE ¢ HOPMATUBHBIMU JIOKyMEHTaMH,
y4eOHO-HCCIIeI0BaTeNbCKas padoTa MPU CaMOM IIMPOKOM HcTiosib3oBaHuu MHTepHeTa 1 1pyrux | T-TexHonoruii.
[TpoexTHbIE (POPMBI pabOTHI, TOATOTOBKA COOOIIEHHUH K BBICTYIIJICHUIO HA CEMUHApax U KOH(EepeHLUsAX; TOAr0TOBKa
pedeparos, TOKIAI0B.

[ToarotoBka k 1a00paTOpHBIM U MPAKTUUECKUM paboTaM ¢ MCIIOJIb30BaHUEM METOAMUYECKUX PEKOMEHIAIUi ITperopaBaTels,
oopmieHne 1ab0paToOpHO-MPAKTUIECKUX pabOT, OTYETOB M MOJATOTOBKA K UX 3aIUTE.

g E

Y4yeOHas NpaKTHKA

IIpumepHbIii nepeyeHs padoT:

y4JacTHe B IPOEKTUPOBAHUH CETEBOW MH(PPACTPYKTYPHI;
y4acTHE B OPraHU3alUH CETEBOr0 aJIMUHUCTPUPOBAHNUS;
IKCIUTyaTaIysi 0ObEKTOB CETEBON HH(PPACTPYKTYPHI,
y4acTHE B YIIPABJIECHUU CETEBBIMU CEPBUCAMU;

y4acTHe B MOJCPHHU3AINH CETEBOH HHPACTPYKTYPHI.

100

=

2.
3.

ITpon3BoACTBEHHASI MPAKTHKA pa3jelia

IIpumepHblii nepeyeHsb padoT:

ydacTue B pa3pabOoTKe METOJI0B, CPEACTB U TEXHOJIOT Ml MPUMEHEHHS] 00BbEKTOB MPO(ecCHOHAIBHOM 1€ TENbHOCTH;
poBeieHUe MPOYUIAKTUYECKUX pabOT Ha 00BbEKTaX CeTeBOM MHPPACTPYKTYPhI U paOOUYHMX CTAHIUAX;

ydacTue B MHBEHTAPU3ALMN TEXHUYECKUX CPEJICTB CETEBOU MH(PACTPYKTYPHI, OCYIIECTBICHNE KOHTPOJIS IOCTYNUBILETO U3
peMOHTa 000pyIOBAHUSI.

150

IIpome:kyTouHas aTTecTauus

Bcero

630
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3. YCJIOBUs PEAJIM3AIIUU ITPOI'PAMMBI IIPO®ECCHUOHAJIBHOI'O MO YJISA

«IIM.01 BBIIOJTHEHUE PABOT IO IPOEKTUPOBAHUIO CETEBOM
HHOPACTPYKTYPBI»

3.1. [Ias peaqu3auuu NporpaMMbl NpogecCHOHAIBLHOT0 MOIYJISA J0JLKHBI OBITH
MpeaycMOTPeHbI clIeAyIolue cCrenuaJdbHble MOMeleHNns:

Jlaboparopus «Opranu3zaius ¥ NPUHIIHITEI IOCTPOCHUS KOMITBIOTEPHBIX CUCTEM», OCHAIIICHHBIE B
cootBercTBHM ¢ 1. 6.1.2.1. mporpammer mo crenuansbHOCTH 09.02.06 «CeTeBOE W CHCTEMHOE
aJMUHHUCTPUPOBAHUCY.

Crynus [IpoekTupoBaHus 1 qu3aiiHa CETEBBIX apXUTEKTYP U MHKEHEPHOU rpaduku, OCHAICHHAS
B cooTBercTBUM ¢ 1. 6.1.2.2. mporpammel 1o crnenmambHOCTH 09.02.06 «CereBoe W CHCTEMHOE
aJMUHHUCTPUPOBAHUCY.

OcHarmenHbple 06a3bI TPAKTHKHA, B COOTBETCTBHH ¢ T 6.1.2.3 mporpammer mo crnernuanbHOcTH 09.02.06
«CeTeBoe ¥ CUCTEMHOE aJIMUHUCTPUPOBAHUCY.

3.2. UndopmannoHHoe o0ecnieyeHHe peajin3aliy NporpaMmMbl

Jis peanuzanuu mporpamMmbl OMOJIMOTEUHBIH (OHZ 00pa30BaTEIILHON OpraHU3alH JOJIKCH
HUMETh ME€YATHBIC W/HIIH JIEKTPOHHBIC 00pa30BaTeibHbIe U HH)OPMAIIHOHHBIC PECYPCHI, PEKOMEHIyeMbIe
JUTSL KCTIOJIb30BaHKsI B 00pa30BaTeIbHOM MpoLiecce.

3.2.1. IleuaTHble H3AAHHSI
1. H.B. Maxkcumos, U.W. [Tonos. KomnbroTepHbie ceTH [ DNeKTpOHHBIH pecypc]: yueo. [Tocodue
-M.: ®OPYM: UHDPA-M, 2017.
2. HosoxwunoB E.O. Kommetorepasie cetn.—M.: OUL] «Axamgemus, 2013.

4. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHUS TIPO®ECCHUOHAJIBHOI'O
MOJIYJSA «IIM.01 BBINOJHEHUE PABOT IO NPOEKTUPOBAHUIO CETEBOI
NHOPACTPYKTYPbI»

Kon n HanmeHoBaHMe

npodeccuoHaIbHBIX U Kpurepun onenkn MeTo/pI OLIeHKH

00IMX KOMIIETEHIIHH,
(dhopMHpYyEMBIX B paMKax

MOJYJIS
[IK 1.1. BeimonuaATe OrneHka «OTJIHYHO) - TEXHUYECKOE Ok3amMen/3aueT B hopme
MIPOEKTHPOBAaHNE 3aJJaHue IPOAHAIU3UPOBAHO, AITOPUTM cobece10BaHHUS:
KaOeNbHON CTPYKTYPbI pa3paboTaH, COOTBETCTBYET MIPaKTHUYECKOE 3a/1aHNe
KOMITBIOTEPHOH ceTH. TEXHUYECKOMY 3aJaHHIO U 0OPMIICH B 10 IOCTPOEHUIO
COOTBETCTBHH CO CTaHAAPTAMU, TIOSCHEHBI | aJTOpPUTMA B
€r0 OCHOBHBIE CTPYKTYPBI. COOTBETCTBHH C
OrneHka «X0pomo» -ajaropuTM TEXHUUYECKUM 33/1aHHEM

paspaboTtan, 0opMIIEH B COOTBETCTBUH CO
CTaHJapTaMH M COOTBETCTBYET 33J[aHUIO,

MTOSICHEHBI €70 OCHOBHBIE CTPYKTYPBHI. 3amuTa OT4EeTOB 110
OreHKa «yT0BJIETBOPUTEIBHOY - MIPAKTUIECKUM U
AITOPHUTM pa3pabdOTaH U COOTBETCTBYET nmabopaTOpHBIM paboTam
3aJJaHHIO.
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[IK 1. 2. Ocy1iecTBiATh
BBIOOp TEXHOJIOTHH,
WHCTPYMCHTAIBHBIX
CPEJICTB M CPEJIICTB
BBIYHCITHUTEIHLHOMN
TEXHHUKH MPU
OpraHM3aIluy Ipoliecca
pa3paboTKu u
HCCIe0BaHusI 00BEKTOB
npodeccuoHaIbHON
JIEATENHHOCTH.

OI1leHKA OTJIHYHOY - TEXHUUECKOE
3aj1aHue TPOAHATU3UPOBAHO, aJITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 33JITaHHIO U O(OPMIICH B
COOTBETCTBHH CO CTaHIAPTAMH, OSCHEHBI
€ro OCHOBHBIE CTPYKTYPHI.

OI1IeHKa «XOPOIII0Y -aJITOPUTM
paspaboTaH, opopmIIeH B COOTBETCTBUH CO
CTaHIapTaMH U COOTBETCTBYET 3aaHHIO,
MOSICHEHBI €0 OCHOBHBIE CTPYKTYPHI.
Or1ieHKa «y1OBJIETBOPUTEIBHO) -
aJITOPUTM pa3paboTaH U COOTBETCTBYET
3a/1aHHIO.

Dk3ameH/3a4eT B opme
co0eceIoBaHus:
MIPaKTHUIECKOE 3a/I1aHNE
T10 TIOCTPOCHUIO
AITOpPHUTMA B
COOTBETCTBHH C
TEXHUYECKUM 33/ IaHUEM

3amura OT4ETOB IO
MIPAKTUICCKUM U
1abopaTOPHBIM paboTam

IIK 1. 3. OOecrnieunBaTh
3aIuUTy UHPOPMAIIHH B
CETH C UCIOIL30BAaHUEM
MPOTrPaMMHO-
armapaTHbIX CPEJCTB.

OueHka «OTIIMYHO» - TEXHHIECKOEe
3aJjaHKe MPOAHATU3UPOBAHO, AITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHHYECKOMY 33/IaHHIO ¥ 0)OpMIICH B
COOTBETCTBHH CO CTaH/IAPTAMH, OSCHEHBI
€ro OCHOBHBIE CTPYKTYpHI.

OreHKa «XOPOII0» -aJIrOPHUTM
paspaboTtaH, opopmIleH B COOTBETCTBUH CO
CTaHIAapTaMH M COOTBETCTBYET 3aJaHUIO,
IOSCHEHBI €70 OCHOBHBIE CTPYKTYPEL.
OreHKa «y10BJIE€TBOPUTEIBHOY -
ITOPUTM pa3pabOTaH U COOTBETCTBYET
3aJJaHHIO.

DK3aMeH/3adeT B popMme
cobeceIOBaHU:
MIPAKTHYECKOE 3a/IJaHUC
O TTOCTPOCHUIO
ITOpPHUTMA B
COOTBCTCTBUMU C
TEXHUYECKUM 3aJaHUEM

3ammura 0T4ETOB IO
MPAKTUICCKAM U
na00paTOpHBIM paboTaM

[IK 1. 4. [IpuauMats
ydacTue B IPHEMO-
CIaTOYHBIX HCIIBITAHUIX
KOMIIBIOTEPHBIX CETEH U
CEeTeBOro 00OPYAOBAHHS
Pa3NUYHOrO YPOBHS U B
OLIEHKE KayecTBa U
9KOHOMHUYECKOU

3¢ (HEeKTUBHOCTH CETEBOU
TOIIOJIOTUH.

OlLieHKa «OTIIMYHO» - TEXHHYECKOE
3ajlaHue TPOAHATU3UPOBAHO, AITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3a/IaHHI0 1 0OPMIICH B
COOTBETCTBHH CO CTaHIAPTAMH, OSCHEHBI
€ro OCHOBHBIE CTPYKTYPBI.

OI1IeHKa «XOPOIII0Y -aITOPUTM
pa3paboTaH, opopmIIeH B COOTBETCTBUH CO
CTaHIApTaMHU M COOTBETCTBYET 3aJ[aHUIO,
MOSICHEHBI €0 OCHOBHBIE CTPYKTYPBHI.
O1ieHKa «y10BJIE€TBOPUTEIBHO -
AJITOPUTM pa3paboTaH U COOTBETCTBYET
3aJIaHHIO.

Ok3amen/3aueT B hopme
cobece0BaHHUS:
MPaKTUYECKOE 3a1aHHe
TI0 TIOCTPOCHHIO
aJlropuT™Ma B
COOTBETCTBHH C
TEXHUUYECKUM 3aJaHHEM

3aimura 0TYETOB MO
IMPAKTUYCCKHUM 1
71a00paTOPHBIM paboTaM

[IK 1. 5. BelnonHsTh
TpeOoBaHUS
HOPMaTHUBHO-
TEXHUYECKOMN
JOKYMEHTAIH, UMETh
OTIBIT 0(OPMIIEHHUS
MIPOEKTHOMI
JOKYMEHTAaIHH.

OreHKa «OTIIMYHO)» - TEXHHYECKOE
3ajJ1aHue POAHATU3UPOBAHO, AJTOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 33JIJaHHIO U OOPMIICH B
COOTBETCTBHH CO CTaH/IAPTaMH, OSCHEHBI
€ro OCHOBHBIE CTPYKTYPBI.

OrneHKa «X0pOoIIoY -aJTOPUTM
pa3paboTaH, 0()OpMIIEH B COOTBETCTBHUH CO
CTaH/IapPTaMH U COOTBETCTBYET 33aHUIO,
IIOSICHEHBI €T0 OCHOBHBIE CTPYKTYPBI.
OrieHKa «y10BJIE€TBOPUTEIBHOY -
AJITOPUTM pa3paboTaH U COOTBETCTBYET
3a/1aHHIO.

Ok3amen/3aueT B hopme
cobece0BaHHUS:
IPaKTUYIECKOE 3aJaHue
10 TIOCTPOCHUIO
IrOpUTMa B
COOTBETCTBHU C
TEXHUYECKUM 33J]aHAEM

3ammTa OT4ETOB I10
MPAKTUYECKUM H
nabopaTopHbBIM paboTaM
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OK 01. Beibupats

CITOCOOBI PEIICHMS 33124

PO eCCHOHATTEHOM
JESATSILHOCTH,
MPUMEHUTENIBHO K
Pa3INIHBIM KOHTEKCTAM.

— 00OCHOBaHHOCTbH IIOCTAHOBKH IICIIH,
BEIOOpA U IPUMEHEHHS METOJIOB U
CIroco0oB pemeHus mpodeccHoOHATBHBIX
3a1a4;

- aJIeKBaTHas OIICHKA U CAMOOIICHKa

3¢ (EeKTUBHOCTH U Ka4eCcTBa
BBITTOJTHEHUS IPO(eCCHOHATIBHBIX 3a/1a4

OII 02.0OcymiecTBisITh
[TOMCK, aHAJIN3 U
HHTEPIIPETALIUIO
nHpopMaIuy,
HEOOXOMMMOM ISt
BBITIOJIHEHHS 3a/1a4

- MCTIONTb30BaHUE PA3THIHBIX
WCTOYHHUKOB, BKJIFOUas 3JICKTPOHHBIE
pecypcel, Meauapecypcesl, InTepaeT-
PECypChl, IEPUOANYECKIE U3TAHNS IO
CHEUUAIBHOCTH ISl PEIICHHS
npogecCHOHANBHBIX 3a1a4

PO eCCHOHATTEHOM

JEATEIbHOCTH.

OK 03. [TnanupoBats u - IEMOHCTPALUS OTBETCTBEHHOCTH 32
peaan30BhIBAThH MIPUHSATHIC PEIICHUS

COOCTBEHHOE - 000CHOBAaHHOCTb CaMOAaHaJIN3a U

npodeccuoHanbHOE U
JUYHOCTHOE Pa3BHUTHE.

KOPPEKIMS pPe3yJIbTaTOB COOCTBEHHOMN
paboTsl,

OK 04. Paborats B
KOJUIEKTHBE M KOMaHE,
3 HEKTHBHO
B3aMMO/IEMCTBOBATH C
KOJUIETaMHU,
PYKOBOJICTBOM,
KJIMCHTaMM.

- B3aUMOJeHCTBUE ¢ 00YJarOLIMMUCS,
IpenogaBaTeNs MU U MacTepaMu B X0J€
00y4eHus1, C pyKOBOAUTEISIMH yueOHOM
Y IIPOU3BOJICTBEHHOM IIPAKTUK;

- 000CHOBaHHOCTH aHAIIM3a PabOTHI
YJIEHOB KOMaH/b! (TIOAYNHEHHBIX )

OK 05. OcymiecTBiATh
YCTHYIO ¥ IICEMEHHYIO
KOMMYHUKAIIHIO Ha
TOCYJIapCTBEHHOM SI3BIKE
C y4eToM ocoOeHHOCTeH
COLIMAJILHOIO 1
KYJBTYPHOTO KOHTEKCTA.

-rPaMOTHOCTb YCTHOM U MUCBMEHHOMN
pedn,

- ICHOCTH (QOPMYITHPOBaHUS U
W3JI0KEHUS MBICIIEN

OK 06. IIposBnsaTts
rpaXJaHCKO-
MaTPUOTHUYECKYIO
HO3ULUIO,
JeMOHCTPHUPOBAThH
OCO3HAHHOE II0BE/ICHUE
Ha OCHOBE

- coOJIr0IcHNEe HOPM TTOBEACHUS BO
BpeMsl YUeOHBIX 3aHATHHA U
MIPOXOXKICHUS YISOHOH 1
MPOU3BOJICTBEHHOM MPAKTHK,

00111e4eTI0BEYECKUX

LEHHOCTEMH.

OK 07. CopneiicTBOBaThH - 3)PEKTHBHOCTH BBITIOJHEHHS MTPABUIT
COXPAHEHUIO Tb Bo Bpems y4eOHBIX 3aHATHIA, IPU
OKpYy>Karolei cpesl, MIPOXOKACHUH yueOHOM U
pecypcocOepexeHuto, MPOU3BOJICTBEHHOH MPAKTHK;

3¢ heKTUBHO - 3HAHUE ¥ UCIIOIH30BaHNE
JeiCTBOBAThH B pecypcocOeperaromux TEXHOJIOTHH B
Ype3BbIYaHBIX 001aCTH TeNIEKOMMYHUKALMN
CUTYaIIUsIX.

OK 08. Mcnonb3oBath
cpeacTBa pU3MYECKON
KYJIBTYPBI 11
COXpaHEeHUs U

- 3(h}exTHBHO UCTIOTL30BATH CPEACTBA
(hM3UYECKO KYJIBTYPHI IS COXPAHECHUS
Y YKPETUICHUS 3I0POBbBS B IPOIECCE
po(heCCHOHAIBHOM JIEATEIIbHOCTH U

HaTepnperanus
pe3yIbTaToB HAOIIOAECHIH
3a IeATENbHOCTBIO
00yJaromerocs B mporecce
OCBOGHHS
o0Opa3oBaTeIbHOMN
MIPOTPaMMBI

DKCHepTHOE HAONIOICHUE U
OLICHKA Ha JIA0OPaTOPHO -
MPAKTUICCKUX 3aHATHSX,
MIPH BBITOJTHEHUH padoT Mo
yueOHO U
MPOU3BOACTBEHHOU
MPAaKTHKaM

DK3aMeH
KBaTM(hMKATIMOHHBII
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YKPEIUICHHSI 3I0POBbS B
nporiecce

Mo IJIepKaHUE HEOOXOAUMOTO YPOBHS
(hM3UYECKOM IMOATOTOBICHHOCTH.

npodeccuoHaIbHON

JESATSIILHOCTU U

MoJIepKaHue

HE00XO0JMMOTO YPOBHS

(usnyeckoit

MOJrOTOBICHHOCTH.

OK 09. Ucnonp30BaTh - 3(pPEKTHBHOCTH UCIIOIH30BAHMS
WHPOPMAITUOHHBIC WHPOPMAITMOHHO-KOMMYHUKAITHOHHBIX
TEXHOJIOTHH B TEXHOJIOTHH B TPO(heCCHOHATBHOM

PO ECCHOHATTEHOM JIeSITEIIbHOCTH COTIIACHO (hOpMHUPYEMBIM
NeSITEITbHOCTH. YMEHUSIM U TI0JTy4aeMOMY

MMPAKTHUYCCKOMY OMNBITY,

OK 10. [Tonb3oBaThCs
PO eCCHOHATTEHOM
JOKyMEHTaIMel Ha
rOCyIapCTBCHHOM H
WHOCTPAHHOM SI3BIKE.

- 3()EeKTUBHOCTH HCIIOJIL30BAHUS B
npoQeCcCHOHATLHON IEATETHHOCTH
HEOOXOMMOHN TEXHUIECKOM
JIOKYMEHTAI[HH, B TOM YHCJIC Ha
AHTJIMMCKOM SI3BIKE.

OK.11. IInanupoBaTh
MpeaNpUHUMATETBCKYIO
JACATCIBbHOCTD B
npoeccnoHaIbHON

chepe

- 3¢ ()eKTHBHO TIIAHUPOBATH
mpeaANNpUHNUMATCILCKYIO ICATCIILHOCTL B
npoecCHoHANBHOM chepe nmpu
MpOBEJIeHNH PadoT 1o
KOHCTPYHUPOBAHUIO CETEBOM

UHPPACTPYKTYPHI
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